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1.0 Introduction

The Digital Foundation module is essential for my success at university alongside building
competency in computing settings. The module focused on digital communication, logical thinking and
problem solving, and the fundamentals of digital citizenship. This is significant as communication
supports teamwork across departments, problem solving reinforces debugging and troubleshooting, and
digital citizenship develops awareness of footprints, privacy, and the ethical use of technology and

intellectual property.

This report focuses on a cybersecurity breach at Fly-Tech in April 2025. A phishing email
targeted staff and several employees fell victim, leading to compromised accounts, password changes,
and account lockouts. The situation then escalated because internal communication became fragmented:
different platforms were used at once, updates were inconsistent, and the incident was prematurely
described as resolved. This increased confusion internally and resulted in reputational damage from

stakeholders and clients.

Effective digital communication is crucial during a crisis, especially for a technology-driven
organisation like Fly-Tech, because it reduces panic, keeps everyone aligned with information, and
helps prevent repeated mistakes. This report will critically evaluate the communication tools used,
explain how ethics and digital citizenship link to the incident, and conclude with evidence-based

recommendations to effectively prevent and manage similar occurrences in the future.

2.1 Digital Communication Tools Used in the Incident
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Figure 1: Logos of three direct messaging apps for business (Skype, Slack and Microsoft Teams)
(Derudder, 2020).




2.1.1 Description of the Tools Used

Several digital communication tools were used during the April 2025 cybersecurity incident at
Fly-Tech. Email (Microsoft 365/0Outlook) was used for internal and client communication, and it was
also the method used to deliver the phishing email that triggered the breach (Appendix A). Microsoft
Teams was Fly-Tech’s main internal collaboration tool and was used for staff messaging, including

early informal reports of login issues (Appendix B).

WhatsApp was utilised in an unofficial manner, as a quick messaging platform for sharing
updates between staff (Appendix C). Zoom was used as the video-conferencing tool for a meeting
intended to coordinate next steps during the incident (Appendix D). Finally, social media was used for
external communication, specifically X/Twitter, where Fly-Tech posted public updates about service
status (Appendix E). Following this, stakeholders and clients also raised concerns through external

email and social media channels (Appendix F).

2.1.2 Evaluation of Appropriate Use

Email was the most formal and professional channel for official updates; however, it was also
the method used to deliver the phishing message (Appendix A). Accessibility was impacted because
account lockouts meant some staff could not receive guidance, and while email is normally traceable
through audit trails, compromised accounts reduce confidence in message authenticity. Evidence also
suggests that phishing training does not fully remove user susceptibility, meaning email remains a high-
risk channel in practice (Marshall, Sturman and Auton, 2024). Overall, email was only partly effective

during the crisis.

Microsoft Teams supported fast internal communication; but, in this incident, it remained
informal and lacked a clear, centralised announcement space (Appendix B). Accessibility was generally
good for staff with Teams access, and traceability is strong because Teams content can be preserved
and retrieved through eDiscovery and audit capabilities (Microsoft, 2025a). Overall, Teams was

moderately effective but needed stronger structure and ownership.

WhatsApp enabled rapid messaging, but it was informal and not inclusive because not all
departments were added (Appendix C). It also creates governance issues, as official information in non-
corporate channels can be difficult to manage and retrieve appropriately (ICO, n.d.). Overall, WhatsApp

was ineffective as a primary crisis tool.




Zoom was appropriate for real-time coordination, but accessibility was reduced because the
meeting was announced only via WhatsApp (Appendix D). Security depends on consistent use of
controls such as locks and waiting rooms (Zoom Video Communications, Inc., n.d.). Overall, Zoom

could have been effective, but poor distribution limited its value.

X/Twitter was fast for stakeholder updates, but the premature “restored” message shows the
reputational risk of unverified public communication (Appendix E). Trust can quickly degrade during
crises when social media communication is mishandled (Shahbazi and Bunker, 2024). Overall,

X/Twitter was ineffective in this incident.

2.1.3 Identification of Failure Points

Communication failure begins externally when a credible phishing email is delivered
successfully and engaged with by multiple staff (Appendix A). The first internal failure occurs when
login issues are reported informally on Teams without a central alert, owner, or coordinated IT
instruction to stop interacting with the message (Appendix B). The situation escalates as staff move to
an unofficial WhatsApp group not joined by all departments, creating uneven awareness and fragmented
decision-making (Appendix C). This widens when the Zoom meeting is announced only via WhatsApp,
excluding unincluded staff (Appendix D). The most damaging escalation is the unverified “restored”

tweet (Appendix E).

2.1.4 Analysis of Root Issues

These failures occurred because both external and internal communication controls were weak.
Externally, the phishing email reaching multiple inboxes suggests gaps in inbound filtering and
link/attachment protection, meaning a malicious message could enter the organisation and then trigger
avoidable account compromises (Appendix A). Internally, there was no established incident
communication plan or clear ownership for issuing authoritative updates, so early Teams reports did
not convert into an organisation-wide warning or single source of truth (Appendix B). This increased
impact because staff defaulted to the fastest tools, creating parallel conversations across Teams and
WhatsApp and causing departments to act on different information (Appendices B-D). Account
lockouts then reduced access to core channels, increasing reliance on personal devices and informal
messaging, which reduced oversight and consistency (Appendices C—D). The premature “restored”
tweet suggests external messaging was not tied to internal technical confirmation, undermining trust

and driving complaints when issues persisted (Appendices E-F).




2.1.5 Overall Evaluation

Overall, Fly-Tech managed the incident reactively rather than systematically. A strength was
that staff identified and shared early symptoms quickly through peer reporting (Appendix B). However,
the organisation did not control communication flow: the initial phishing message was able to spread
into the business (Appendix A), and once disruption began there was no single internal channel or
verified instruction set, resulting in fragmented coordination across Teams, WhatsApp and Zoom
(Appendices B-D). External communication was also poorly governed, shown by the unverified
“restored” tweet, which amplified confusion and reputational impact through stakeholder complaints
(Appendices E-F). The delayed start of formal audit and crisis planning indicates slow escalation

(Appendix H), reducing confidence and clarity internally (Appendix G).

2.1.6 Recommendations for Future Cyber Crisis Management

Within 45 days, strengthen email and browsing protections to reduce the chance that external
communication failures become internal disruption. Implement URL time-of-click protection and
attachment sandboxing (e.g., Microsoft Safe Links/Safe Attachments), and ensure suspicious links are

blocked before users can access them (Microsoft, 2025b; Microsoft, 2025¢).

Within 60 days, Fly-Tech should publish a crisis communication policy that sets a single
internal incident channel, assigns an incident communications lead, and requires technical verification

before any organisation-wide or public updates are released (NIST, 2025, p. 13).

Within 90 days, introduce mandatory training and exercises covering phishing recognition,
secure tool use, and digital ethics, with 100% completion tracked and quarterly refreshers (NIST, 2024,
pp. 4-5). To rebuild trust, adopt timed stakeholder updates via a controlled status page and only declare
“restored” once internally confirmed (NCSC, 2024).
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Figure 2: NIST Cybersecurity Framework functions (Identify, Protect, Detect, Respond, Recover)
(NIST, 2018).
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3.0 Ethics and Digital Citizenship

The incident raised ethical concerns around privacy, confidentiality, and Fly-Tech’s duty of
care as a technology provider to education clients. As compromised Fly-Tech accounts sent suspicious
emails to clients (Appendix F), personal data may have been affected through unauthorised disclosure,
alteration, or loss of availability. UK GDPR defines a personal data breach as a security breach affecting
the confidentiality, integrity, or availability of personal data (European Union, 2016). Even if the scale
was unclear initially, ethical practice requires early assessment, evidence preservation, and accountable

decision-making to reduce harm and protect individuals (ICO, 2025).

Additionally, Fly-Tech holds responsibility for preventing predictable risks, not only reacting
to staff error. The incident began as an external communication failure: a phishing email entered the
organisation and prompted credential submission (Appendix A), which then created internal disruption
through account compromise and lockouts. Ethically, Fly-Tech should reduce avoidable exposure
through layered controls on inbound email and web access, rather than relying on perfect user
judgement. Industry evidence supports this approach, as the Verizon DBIR highlights social

engineering and credential theft as persistent contributors to breaches (Verizon, 2024).
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Credentials
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Figure 3: Common initial access methods in non-error, non-misuse data breaches (n = 6,963)
(Verizon, 2024).
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Communication ethics were also weak. Publishing an unverified “restored” tweet (Appendix
E) prioritised reassurance over accuracy, likely lowering stakeholder vigilance and damaging trust when
issues persisted (Appendix F). ENISA guidance stresses using a communication plan with defined roles
and agreed stakeholder messaging to maintain transparency without misinformation (ENISA, 2025).
Improving digital citizenship therefore requires staff to follow reporting routes, protect confidentiality,
avoid informal incident coordination spaces, and recognise that digital footprints can have lasting

reputational impact.

4.0 Conclusion

The Fly-Tech incident demonstrates that cyber crises are as much communication failures as
technical events. Fragmented channels, unclear ownership, and unverified external messaging
weakened organisational control, allowing a contained phishing attack to escalate into operational and
reputational harm. The breach revealed a structural misalignment between communication governance,
ethical responsibility, and security practice, showing that resilience depends on disciplined information

management as well as technical safeguards.

Future preparedness requires an integrated communication framework where authority,
verification, and channel governance are predefined. A single source of truth, formal escalation triggers,
and verified public messaging would reduce ambiguity, while embedding digital citizenship through
training strengthens accountability. Aligning technical controls with strategic communication

governance is therefore essential for protecting trust and sustaining operational credibility.
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